NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUIHUAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKM OJHH K3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO>KHO0T€I>1, HHTCPHECT HCCCT U HpO6JI€MLI.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmneioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIIBIOTEPHBIX MPOTPamM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WUJIM MOJTHOCTHIO YHUUTOKUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMmMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEPAIOHHYI0O CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJIbLIIMHCTBE Cly4yaeB
PacpOCTPaHsAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Ucnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CePbE3HBII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrossHHO ycraHaBiauBail mnayTu (LUQPPOBbIE 3aMJIaTKH, KOTOpHIE
aBTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGotaii Ha CcBOEeM KOMIBIOTEpE MOJ TMpaBaMU IMOJIb30BaTEls, a He
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Hcnone3yih aHTUBHPYCHBIE MPOTPAMMHBIE TIPOIYKTHI  M3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpaanub PU3NYECKUIA TOCTYI K KOMIIBIOTEPY JIsl TOCTOPOHHUX JIHIT,

6. Ucnonb3yil BHELIHME HOCUTENM MH(POpMALMU, TaKhe Kak (Quielika, JTHUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te ¢ailnbl, KOTOpbIe MpHUCIal TBOM 3HaAKOMbIN. Jlydiie yTounu
y HET0, OTIPABJISUI JIU OH TeOe uX.

Cerun WI-FI



Wi-Fi - 310 He BuJ nepeaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OPEH]I,
mapka. Eme B 1991 rogy HumepiaHackas KOMIIAHHS 3aperdCTpUpoBaia OpeHII
«WECA», urto o0Oo3nauamo cinoBocoueranue «Wireless Fidelity», xoTopsiii
HIEPEBOMTCS KaK «OeCIpOBOIHAS TOUHOCTHY.

Jlo Hamero BpeMeHu Joluia apyras adbOpeBuaTypa, KOTopas SBJISETCS TaKOU
ke TexHosorued. Oto abOpesuatypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiciield 3BykoBod TexHuku Hi-Fi, uro B mnepeBoje
O3HAYaeT «BBICOKAS TOYHOCTHY.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENIX M adpornopTax SBISCTCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KCmepThl CUHTAIOT,
yto obmenoctrynubie Wi-Fi cetu He ABIsSIIOTCS 6€30TIaCHBIMH.

CoBeTsbl 110 0€30MacCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOr JHUHYIO HHGOpMAIHIO Yepe3 obIeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJAWTH MAPOJH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEDA;

2. Ucnonb3yit © OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl M Opanamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. [Ipu ucnonp3oBanuu Wi-Fi otkmoun dynkimo «OO0uwmit goctyn K daitnam
u npuHTepam». JlaHHas GyHKIUS 3aKpbITa MO yMOJYaHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHus B paboTe mwin yueoe;

4. He wucnonp3yit nyomwuaesidi WI-FI m1s mepenaum JUYHBIX TaHHBIX,
HAIpUMEP IS BBIXOJA B COIMAIBHBIE CETH WJIU B JIEKTPOHHYIO MOYTY;

5. HUcnonp3yit Tonapko 3ammuieHHoe coequnenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-aapeca BBoaAM UMeHHO «https://»;

6. B moOwibHOM TenedoHe orkimoun ¢yHkiuio «llogkmoueHue k Wi-Fi
aBTOMaThueckn». He momyckail aBTOMAaTH4YECKOrO0 MNOAKIIOYEHHsS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

CouunajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIITy KW3HB, MHOTHE JIFOJU pabOTAIOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MILTHAPI YETOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHass UMHU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTebHO C
0JIaruMu HaMEpEHHUSIMHU.

OCHOBHBIE COBETHI IO 0E30IMMACHOCTH B COIIMAIBHBIX CETAX:

1. Orpanunub cniucok py3eil. Y 1e0s B Jpy3bax HE TOJDKHO OBITh CITy4aiHbIX



1 HE3HAKOMBIX JIIOJICH;

2. 3amuiiaii CBOIO YacTHYIO )u3Hb. He yka3wiBait mapomm, TenedoHsl, agpeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HH(POpPMANHUO. 3JI0yMBINIICHHUKA
MOTYT HCIIOJIB30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl W TBOW POJUTEITH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuinail CBO pemyTaIuio - AEPKHU €€ B YUCTOTE U 3aJaBail cebe BOIpoc:
xoTenl OBl Thl, YTOOBI APYTHE IIOJH30BATEIN BHIEIH, YTO ThI 3arpy’Kaemib?
[Toxymaii, mpexie 4YeM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOpUIIb C JIOAbMH, KOTOPBIX HE 3HAEllb, HE UCIOJb3Yil CBOE
peanbHOE UM U IPYTyIO JUYHYIO MH(pOpMALUU: UMs, MECTO >KUTEIIbCTBA, MECTO
y4eObl U poYee;

5. U30Gerait pasmemienust gororpaduit B UntepHere, riae Tol M300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OIPECITUTh TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpalluu B COIMAJIBLHONH CETH HEOOXOJMMO HCIIOJIH30BATh
CIIOKHBIC TIapOJIM, COCTOSAIME W3 OYKB M HUPP U C KOJUYECTBOM 3HAKOB
HE McHee §;

7. Jns  comuanbHOW CceTH, TMOYTHl U JIPYTUX CaWTOB HEO0OXO0JUMO
WCITIOJIb30BATh pa3Hble mapoyu. Torma eciau Tedsi B3JIOMAIOT, TO 3T0YMBIIINICHHUKH
IIOJIy4aT AOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHBbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TU JCHBTH.

QHGKTPOHHI)IG JACHBI'M ITIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTUX IroCyaapCTBax A0 CUX IMOP HC ITPOIIMCAHO ITPO HUX B 3dKOHAxX.

B Poccun xe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTUCAHO B 3aKOHE, TJI€ MX
pa3IensaioT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMHBIC. Pa3HuIa B TOM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3perniacTcs MPOBOIAUTH OIeparun 0e3
UCHTU(UKAIIMK TTOJIH30BATEIsI, @ B HCAHOHUMHBIX WICHTU(DHUKAIINS TI0JIb30BaTEIIS
SBJIIETCS 00S3aTEILHOM.

Taxxke crnemyer pa3nuyaTh OdJIEKTPOHHBIE (UATHBIE JI€HBIH (PaBHBI
TOCYJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHBIE He(dUaTHBIE JCHHIU (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcCHOBHBIE COBETHI 10 0€30MaCHOM paboTe C ANEKTPOHHBIMU ACHbIAMU:

1. IIpuBsiku K cueTy MOOUIIbHBIN TenedoH. DTO caMblil YIOOHBIN U OBICTPHII
croco0 BOCCTAaHOBUTH JOCTYH K cuery. llpuBsizaHHBINA TeneoH MOMOXKET, eciu
3a0y/emb CBOM IJIATSKHBIA Tapoibh WM 3aijielllb Ha CalT C HE3HAKOMOTO



YCTPOWCTBA;

2. Hcnone3yil onmHOpa3oBble Tmaponu. llocne mnepexoma Ha yCHUIICHHYRO
aBTOpHU3allMi0 TeOe yke He OyIeT yrpokaTh ONMacHOCTh KpaXu WJIM TepexBaTa
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxsbslii maposb. [IpectynHukam Oyzner He HpOCTO Yrajaatb
CJIO>KHBIN Iaposib. HazmexHsle Mapoay - 3TO MapoJiv, KOTOPBIE COAECPKAT HE MEHEE
8 3HAaKOB M BKIIOYAIOT B ce0s CTPOUYHbIE U TMPOIMHUCHBIE OYKBBI, HUMPBHI H
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
t.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.
DJIEKTPOHHAA MOYTA

SHGKTPOHHEUI Imo4uTa - 9TO TCXHOJIOTHA KU IIPCAOCTABIIICMBIC CHO YCIYI'H IIO
IICPCCBIIKC M ITOJYYCHHIO 3JICKTPOHHBIX COO6HI€HI/II‘/JI, KOTOPLIC paCIpCaAcCIA0OTCA B
KOMHBIOTepHOI;'I cetn. OOBIUHO SHGKTpOHHLIﬁ MMOYTOBBIMN SAIWUK  BBITJTIAOAUT
CICcayromnmM 06pa30M: I/IMSI_HOJIBSOBaTeJISI@I/IMSI_IIOMeHa. Taxxe KpOMC IICpcaadun
IIPOCTOI0 TCKCTAa, UMCCTCA BO3MOKHOCTD IICPCaAaABATh (baﬁﬂbl.

OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM NOYTOBBIM cepBUC. B uHTEpHETE e€cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ IOBEPAThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHIE;

2. He yka3piBaii B TMYHOU MoYTe JMYHYIO MH(popmaiuio. Hapumep, mydine
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» i «pok2013» BMecTo «remal3»;

3. Hcnosp3yli ABYXA3TalmHYH aBTOPU3aLAI0. DJTO KOrga MOMHUMO NapoJjs
HY>KHO BBOJUTB KOJI, TPUChUIAEMBbIN 10 SMS;

4. BeiOepu CI0KHBIN Mapoiab. [ KakI0ro IMOYTOBOTO SITUKA JTOKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimu ectb BO3MOXKHOCTH HAmMCaTh CaMOMYy CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOYKHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIil [y YacTHOM
MEePENUCKU C aJpecaTamMu, KOTOPBIM Thl JOBEpsEIlb. ITO JICKTPOHHBIA aapec HE
HAJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OopyMaxX U CalTax;

7. He oTkpwiBaii (ailyibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH
NPUIILIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
Gaitnbr;

8. Ilocme oxoHuyaHud pa60TBI Ha IIOYTOBOM CCPBHCC IIEPEA 3aKPbITHEM



BKJIAJIKM C CAUTOM He 3a0y/1b HA)KAaTh Ha « BRIATHY.
KnOepOyaimHr uiam BUPTYyaJbHOE U3/1€BATEJIHLCTBO

Kub6epOymmar - npecie0BaHue COOOIIICHUSAMU, CoJIepIKaIlIUMHU
OCKOpPOJICHMUS, arpeccuro, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Gpocaiicst B 60#. Jlyummii crmoco6: mocoBeTOBAaThCA Kak ce0sl BECTH H,
€CJIM HET TOro, K KOMy MOKHO OOpaTHThCS, TO BHa4alle yCIOKOUTHCS. Eciu Thl
HaYyHEIIb OTBEYATh OCKOPOJEHUSIMU HAa OCKOPOJIEHUS, TO TOJIBKO eIle OoJibiie
Pa3oXkKeIb KOH(IIHUKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHoOHMMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTH XyJauTaHCKUWA oOpa3 BUPTyalbHOWU KU3HU. MHTEpHET
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnroail CBOIO BUPTYaIbHYIO YECTh CMOJIOY;

6. UrHopupy#ét enuHW4HBIM HeratuB. (OJIHOpa30BbIE OCKOPOUTEIHHBIC
COOOMICHHST JIydlie WrHopupoBatb. OOBIMHO arpeccss MpeKpamaeTcs Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUH C
OMPEICICHHBIX aJPECOB;

8. Ecnu b1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTH MPOTUB
IpeciieloBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHWBAIOTCS HETaTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKas IMOMOIb, COOOIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoouabHbIi TesaedoH

CoBpemeHnHbIe cMapTHOHBI U IUIAHIIETHI COJEPKaT B ce0e BIIOJHE B3POCIHBIN
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU
KoMmmbioTepamMu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Mano. TecTWpoBaHME W TOUCK YSI3BUMOCTEM B HHUX MPOUCXOIUT HE TakK
WHTEHCHUBHO, Kak j1s [1K, To ke camoe kacaeTcss U MOOUJTbHBIX MPHUIIOKEHUM.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUUECKH JOTHAIN HACTOJIbHBIC
aHaJOr¥, OJHAKO pacuMpeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJbIIYIO



CJIOKHOCTb U MCHBIIIYIO 3aIMUIIICHHOCTD.

Jlaneko He Bce MPOM3BOAUTENM BBIMYCKAIOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIC COBETBI JJI 0e301acHOCTH MOOMJIBHOTO TeJIC(bOHaI

Hudero He saBnsiercs I[MIO-HACTOAIICMY OecIIaTHBIM. By,Z[L OCTOPOIKCH, BCIb
Koraa TeOe npeajiararoT OecrIaTHBIH KOHTCHT, B HCM MOTYT OBITH CKPLITBI KaKHC-
TO IUIATHBIC YCIIYTH,

Hywmaii, npexxae yem otnpaBuTh SMS, doto unn Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OYyJyT B KOHEUHOM UTOTE?

Heo6xo1umo 0OHOBISTH OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JTsI MOOMJIBHBIX TEIC(POHOB;

He 3arpyaii mpuiaoXeHHs OT HEHW3BECTHOTO HMCTOYHHKA, BEIb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUCHHUE;

[Tocrme TOro Kak ThI BBIMJCIIH C CaifTa, TJE BBOIWI JIMUYHYIO HH(DOpMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[Teproaudeckn TpoBepsiii, KaKKe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMeEpE;

JlaBaii cBOl HOMep MOOMJIBHOTO TeiedoHa TOJBKO JIOJSM, KOTOPBIX Thl
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomxeH ObITh BBIKJIIOYEH, KOT/a Thl UM HeE Mojb3yelibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacoO4HbI€, 3aXBaThIBAIOIIUE
pa3BiieueHus, OOBEANHSIONINE COTHHU THICSY YEJIOBEK MO BceMmy mupy. Mrpoku
WCCJIENYIOT JTaHHBIH UM MHpP, OOIIAOTCS APYT C JPYTOM, BBIMOJHSIOT 3a7aHUs,
CpakaloTCsl ¢ MOHCTpPAMHM U TOJYYalOT OMNBIT. 33 YAOBOJIbCTBUE OHHM ILIATSIT:
MOKYTIAIOT AUCK, OTJIAYMBAIOT AOOHEMEHT WJIU MPUOOPETAIOT KaKHUe-TO OMITUH.

Bce aTu cpeacTea uayT Ha noaaep:KaHUE U Pa3BUTHUE WUIPHI, a TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (uQpoBbIe 3aMJIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HbBIX UTpax CTOUT OMACAThCs HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AINH OOIBITHHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAyHTaA:



1. Ecnu npyroit Urpok BeleT ceOsl MIIOXO WM CO3/aeT Te0e HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyics agMAHUCTPATOPAM UIPHI HA IUIOXOE IOBEACHUE 3TOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTH KAKME-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaiil inuHyto nHGOpMaIUIO B Ipodaiisie urpkl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIC TApOJIH;

7. Jaxxe BO BpeMsl UTPbl HE CTOUT OTKJIOUaTh aHTUBUPYC. [IoKa ThI urpaeis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJ/IHS YK€ HUKOTO HE yIUBHIIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOMMBIM" JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOUICHHUYECTBA WM (DUIITHHT,
TJIaBHAs 1€ KOTOPOTO COCTOMT B TMOJYYEHUW KOH(PUACHIMAIBHBIX JaHHBIX
MOJIb30BATENICH - JJOTMHOB U maposieir. Ha anrmmiickom si3bike phishing uurtaercs
kak ¢umuHr (0T fishing - peiOHas moBs, password - mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Crneaun 3a cBoMM akkayHTOM. Eciiu Thl momo3peBaelllb, YTO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHCTpaTOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Vcnone3yii Ge3omnacHbie BeO-CalThl, B TOM YHUCJIE, HHTEPHET-Mara3uHoB H
MTOMCKOBBIX CHCTEM;

3. Ucnonp3yil crnokHbIE W pa3Hble Mmapoyiu. Takum oOpa3oM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;

4. Ecnu T1ebs B3mOMaiM, TO HEOOXOAUMO TMPEIYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE I00aBICHBI y T€OS B IPY3bSAX, O TOM, UYTO T€OS B3JIOMAJU H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHslil napois (PIN) Ha MoOUbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue apoJisi B Opaysepe;



7. He otkpeiBail ¢aiiinbpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIH OHU
OPUILUIM OT TBOMX Jpy3ell. Jlydine yTouHM y HUX, OTIpPaBISUIM JU OHU TeOEe ITH
(haitibl.

Mudposas penyramus

[udposas penyTaiys - ’TO HETaTUBHAS WK MTO3UTHUBHAS UHPOPMALIUS B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThbcsd Ha TBOeW peanbHON xu3HU. «Lludposas
pemyTaius - 3TO TBOW UMHJIK, KOTOPBIA popMupyetcs u3 nHbpopmMauu o Tede B
UHTEpPHETE.

TBoe MecTo KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH
XapakTepa M paccKasbl O OJIM3KHUX - BCE 3TO HAKAIUINBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICICHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uHpopMaluu B MHTepHETE, HE MOHMMAsI BO3MOXKHBIX MocieAcTBUil. Thl naxke He
CMOJKeIlIb TorafaTbCsi 0 TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKA3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pasmenieHue tBoux ¢ororpaduil U Apyrue AEUCTBUS MOTYT
HE MCYE3HYTh JaXe II0CJE€ TOro, Kak Thl MX yJIajaullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HHQOpMaIMIO, ToNaja JU OHa B IOHCKOBBIE CHUCTEMBI H
COXpaHMJAch JU OHA, a TJABHOE: YTO INOAYyMAIOT O TeO€ OKpY’KaIoLUE JIIOIU,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTu MHOpMaLMIO MHOTO JIET CILYCTS CMOYKET
00011 - Kak U3 100pbIX MOOYKIEHH, TAK U C HAMEPEHUEM MPUUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOH pEIyTaIUU:

1. [Toxymaii, mpexxae yeM 4To-To MyOJUKOBATh U MepeaBarh y cedst B Omore
WA B COIMAJILHOM CETH;

2. B Hactpoiikax mipoduiis YCTaHOBU OrpaHUYEHHUS Ha MPOCMOTP TBOETO
poHIIs U €ro COACPIKUMOTO, CACIAN €T0 TOIBKO «JIJISl IPY3ei»,

3. He pa3meniail u He ykasblBal MH(QOpMAIMIO, KOTOPAsi MOXKET KOTO-I1M00
OCKOPOJISTH WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE  IIKOJIBHUKM - aKTUBHbIE I[IOJIb30BAaTE€NM  LU(pPOBOro
npoctpancTBa. OAHAKO JaleKo HE BCE 3HAIOT, YTO IMOJIb30BAaHUE MHOTUMU
BO3MOXKHOCTSIMH ~ IIMPpoBOro  mupa Tpedyer  coOmofeHuss MmpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMI/IH «HMHTCJIICKTYyaJIbHasA COOCTBEHHOCTBY» OTHOCHTCS K Ppa3 IMIHbIM
TBOPCHUAM 4YCJIOBCUHCCKOI'O YMad, HA4YMHAA C HOBBIX H306peTeHHﬁ K 3HAKOB,



0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI M YCIYTH, U 3aKaHUYMBas KHUTAMH,
(doTtorpadusiMu, KHHOPHUIBMaMU U MY3bIKAJIbHBIMH POU3BEICHUSIMHU.

ABTOpCKHE MpaBa - 3TO NpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
IPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJICKTYaJIbHBII/TBOPUYECKUI TPYyJ aBTOpa HE
OyZIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibpTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHus aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  IPOU3BEIICHHUE,
pacmpocTpaHsiTh, IMyOJUYHO JIEMOHCTPUPOBATH, IMPOJABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO UCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WU
pa3memars B MIHTEpHETE.

Hcnonb3oBaHue «IIAPATCKOTO» IIpOorpaMMHOIO oOecrneueHus MOXKCT
INPpUBECCTH K MHOI'HM pPHCKaM: OT IIOTCPHM JAaHHBIX K TBOMM Ad4KKayHTaM 10
6HOKI/IpOBKH TBOCTO YCTPOﬁCTBa, rac yCTaHOBJICHA HCJICTAJIbHAA IIpOorpamMma. He
CTOUT TAKXKC 336BIBaTB, 4TO CYIICCTBYIOT JICTAJIBHBIC U OecIuiaTHBIC IIPpOrpaMMmEI,
KOTOPBLIC MOKHO HAWTU B CETHU.

O nopraJe

CeteBUUOK.p( - TBOM IJIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTU B CETH TMOHSTHBIM U JIOCTYMHBIM SI3BIKOM, a MPU BO3HUKHOBEHHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IpaskIaHUHOM !



